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expected traffic fades to the background visually (as dim blue 
arcs), while the suspicious traffic is highlighted in a rainbow 
of colors where each color represents a different form of 
network activity between two computers (like file transfers).  
This helps the analyst to focus on the small subset of larger 
network traffic to answer whether the suspicious activities are 
legitimate or illegitimate.  The scenario applies conditional 
statistics to the results of a data query before visualizing the 
results of the graph search.  Figure 3 shows the results from 
powerful graph searches used to cluster and aggregate related 
information [3]: finding and identifying communities (groups 
of colored squares) and finding connected sub-graphs that 
give multiple paths (black lines) between two specific nodes 
(upper left red and lower right yellow).

    Sandia has begun to address the design of an overall 
distributed systems architecture, targeting large informatics 
applications, that leverages the capabilities of different 
computers to perform the tasks that each does best:  data 
machines for database searches, multi-threaded machines for 
rapid graph queries, client-server architecture for delivery 
of visual outputs to user-analysts, and high-performance 
computing and distributed memory machines for math 
computations.  In a recent success demonstrating part of a 

distributed systems architecture, Sandia was able to link data 
accesses on a Netezza data machine with visual analytics 
running on our Red Storm high performance computer     
(Figure 4).  Our early prototype and systems architecture 
design are positioning Sandia to analyze informatics problems 
of unprecedented scale and complexity.
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Figure 3.  (Right) Powerful graph searches are used 
to cluster and aggregate related information (shown 

as commonly colored groupings).  Connection sub-
graphs depict multiple paths between two nodes in 
a graph (e.g., lines between upper left red node and 

lower right yellow node).

Figure 2.  (Left) Example of information visualization 
with brightly colored arcs to highlight suspicious network 
activities.  “Normal” network traffic fades visually when 
represented as dim blue arcs.

Figure 4.  (Left) Distributed Systems Architecture:  An analyst sitting at her 
workstation can run a high-performance computing (HPC) application on 
the Red Storm computer.  The distributed systems architecture enables the 
HPC application to leverage remote data warehouse appliances (DWA) for 
efficient data access and management.
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Sandia National Laboratories is targeting a leadership role in developing Verification and
Validation (V&V) approaches for computational social science applications.

    Across government and industry, computational modeling 
methodologies such as agent-based models, systems 
dynamics, and artificial neural networks are assuming a 
prominent role in simulations involving social, cognitive, 
and behavioral phenomena. As leaders make greater 
investments in computational simulations for policy 
decisions, methodologies for evaluating models will become 
increasingly important. Sandia National Laboratories is 
targeting a leadership role in developing Verification and 
Validation (V&V) approaches for computational social 
science applications. This requires understanding the unusual 
characteristics of V&V in computational social science, 
as well as its technical difficulties. We have suggested a 
methodological framework for addressing these challenges 
that builds on our previous experience in computational 
physics and engineering and that can be systematically 
incorporated into decision makers’ assessments of 
computational social simulations. 

    In the United States, across government and industry, 
mathematical modeling and computational simulation have 
long been perceived as critical to decision making, in areas 
from nuclear weapons design and development to operations 
research. Until the 9/11 attacks, simulations of sociocultural 
phenomena were less common in policymaking circles. 
However, since 2001, federal agencies have invested heavily 
in computational modeling and simulation software to 
help analysts and decision makers better understand “soft” 
problems, like insurgency and terrorism. A 2006 article in 
IEEE Spectrum pointed out that the United States’ national 
security enterprise is betting heavily that “computers equipped 
with the right software can give vital insights into the minds 
and motives of terrorists and the structure and critical links in 
their organizations” [1].

    Largely lacking are comprehensive approaches to 
evaluating the goodness of the insights that computers 
provide decision makers. Sandia is particularly well placed 
to address this problem: Under the Advanced Simulation and 

Computing Program (ASC), Sandia assumed a leading role in 
developing verification and validation (V&V) methodologies 
for assessing the internal and external correctness of 
computational simulations. In our work, we have been 
leveraging the principles of the ASC V&V Program in 
developing a robust framework for evaluating computational 
simulations of social and/or psychological phenomena.  

    In computational science and engineering (CS&E), 
verification and validation refer to a suite of methodologies 
that assess the internal (verification) and external (validation) 
correctness of a model-based simulation. Most of the 
specific methods developed for V&V at Sandia derive from 
computational physics or engineering problems, where 
mathematical or logical proof can be combined with planned 
experiments to develop rigorous assessments of a code’s 
adequacy for the decisions its developers intend it to support. 
Developing verification and validation approaches appropriate 
for the simulation techniques used in computational social 
science—which range from game-based training models to 
systems dynamics models—presents a range of challenges, 
from methodological to organizational. These include 
the development of verification methods, the difficulty of 
designing and conducting high-fidelity social experiments 
for validation, and the problem of balancing resources for 
simulation evaluation against equally pressing demands for 
model development and application in resource-constrained 
environments.  

    To address these challenges, we have focused on 
developing a high-level framework for simulation evaluation 
that incorporates a range of domain-independent concepts for 
verification and validation activities. We begin by defining 
verification and validation as the systematic accumulation of 
evidence that a model/simulation is adequate for application 
in the intended decision context. This means that planning for 
verification and validation activities begins well before coding 
starts, when a decision context is identified and simulation 
requirements specified.  
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In this regard, several elements of the ASC V&V Program 
can be leveraged to support robust evaluation. Two examples 
are the Predictive Capability Maturity Model (PCMM) 
and the Phenomenon Identification and Ranking Table 
(PIRT), tools used to systematically plan and implement 
evaluation activities. A PCMM identifies elements of the 
simulation and maps requirements for their technical maturity 
to the application of the simulation. High-consequence 
decisions that rely heavily on simulation results demand 
correspondingly robust demonstrations of maturity, which 
implies significant verification and validation investments. 
The PIRT requires that teams systematically identify the 
phenomena that the simulation is attempting to replicate and 
documents the relative importance of each phenomenon and 
the degree to which it is adequately understood. In doing so, 
the PIRT helps modeling teams prioritize V&V investments  
in relation to the evaluation requirements implied by the 
PCMM [2].

    To demonstrate the cross-domain applicability of ASC-
based approaches, we worked with a cognitive science 
modeling project to develop an evaluation-planning rubric 
that incorporated many ASC approaches and concepts, 
including the PCMM and the PIRT. This resulted in the 
development of an extensive evaluation approach for a 
particular cognitive model of human memory formation, 
details of which are available in our recent report [3].  
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Figure 1. Adapting ASC V&V methods to psychological and social computational simulation.
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s Afterword
Organizationally, the Computation, Computers, Information and Mathematics Center (CCIM) 
originated in the mid-1980s. At that time, it was an enormous challenge to advance massively 
parallel computational science and engineering, let alone implement it usefully within the mission-
driven research and development environment of Sandia. Perhaps the key strategic foundation for 
developing a world-leading HPC center was the deep belief that the organization needed to have 
three major intellectual themes at the core of its R&D – fundamental research in computational 
algorithms, fundamental research in advanced HPC architectures, and intersection of frontier 
mission-driven applications. The synergy and integration among these three elements was envisioned 
to be critical to advance massively parallel computing and create sustained impact for  Sandia’s 
mission spaces.
 
When considering the summaries of CCIM work presented in this report, the importance of this 
three-element strategic principle remains, perhaps surprisingly, fresh and relevant over 20 years 
later. We have, of course, emphasized these elements in the way that we have organized this report 
in its major sections. But the work summarized also reinforces the critical nature of interaction and 
integration within our organization’s R&D environment. The technical work presented illustrates our 
reliance upon multidisciplinary approaches that incorporate algorithmic, hardware, and applications 
perspectives to leading-edge computational science and engineering for the 21st century. This 
collection demonstrates that vertical integration and our differentiating approach are  essential 
elements in supporting and impacting a wide spectrum of Sandia’s national security missions.
 
It may go without saying that if one examined a similar compilation of CCIM technical work from 
20 years ago, the portfolio of basic research in algorithms and hardware would be significantly 
different. HPC has been, and continues to be, a very dynamic field. Furthermore, Sandia’s mission 
spaces have diversified into many new national security thrusts over the past twenty years. This 
report illustrates the enormous agility of the organization’s response and impact on these very fluid 
environments. 
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