Optimizing Sensor Placement in Networks:

Designing Contaminant Warning Systems for EPA
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Contamination of a water infrastructure could seriously impact public health and jeopardize vital services like fire suppression.  Sandia Labs is partnering with the EPA's National Homeland Security Research Center within the EPA's Threat Assessment Vulnerability Program to develop contaminant warning systems (CWSs) that help protect water systems.  CWSs use water sensors to monitor water quality and provide early detection of chemical or biological contaminants.

Sensor placement is a critical issue in CWSs.  Under the constraints of a finite budget, the sensors should protect the largest possible population from the broadest set of contamination scenarios.  Sensor failure must also be considered, resulting in extremely large and complex design challenges.

The Environmental Protection Agency is actively using Sandia's sensor placement tools to support sensor network design activities for its Water Sentinel Program. Sandia's discrete mathematics group has developed novel computational strategies that can reliably find optimal sensor locations for real-world water distribution systems with tens of thousands of pipes and pipe junctions. Our algorithms are able to find near-optimal solutions within minutes. This system can effectively solve problems 100 times larger than those solved by any previous sensor placement code. The EPA has designed a sensor network for a large U.S. city, and they are using our tools in its evaluation.

Modeling Challenges

A wide range of modeling uncertainties can impact sensor design applications, such as uncertain population exposure and uncertain adversary behavior. Furthermore, the performance of sensor technologies introduces fundamental uncertainties. Sensors can fail to detect true threats or report threats when none exist.

We have developed methods for placing sensors that explicitly account for sensor failures. These methods have been used to explore the trade-off between the quality of sensors and the sensor network performance, which can help determine sensor performance requirements.

We have also developed robust design formulations that continue to provide good performance across a range of uncertain scenarios.  Using this capability, we have demonstrated that, in some contexts, data uncertainties do not significantly impact the design. This observation depends upon the detailed nature of the network and the sensor objectives.  Further, we have developed design formulations using risk measures adapted from the finance community (e.g. Value at Risk). These formulations can account for uncertainties in an adversary’s knowledge.

Related Applications
Various sensor networks are employed in a wide range of national security applications to detect accidental and malicious events.  For example, sensors placed in air distribution systems can ensure rapid detection of contaminants, thereby minimizing health effects due to a contamination event. Sandia's discrete mathematics group has recently developed computational strategies that can determine optimal sensor deployments for a variety of critical challenges such as:

· Detection of contaminants in water distribution systems

· Detection of contaminants in air distribution systems

· Detection of malicious materials on road networks

· Detection of intruders for physical site security

Sandia’s Discrete Mathematics Group

Sandia’s discrete mathematics department is the only group within the Department of Energy’s laboratory system that focuses on developing new technologies for analyzing and solving combinatorial applications.  We have world-class expertise in optimization, graph algorithms, integer programming, high performance computing and related areas.  We have applied these capabilities to a wide range of national security problems including data analysis, infrastructure protection, military logistics, scientific simulation and uncertainty quantification, in addition to sensor placement.
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Example: A placement of sensors in a water distribution network. The color of pipes (lines) corresponds to the color of sensors (circles) that detect contaminants flowing through those pipes. The size of sensor circles reflects the number of contamination events detected by that sensor. Sandia tools can compute optimal sensor locations with tens of thousands of pipes and junctions.








